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It is the business of the future to be dangerous...
The major advances in civilization are processes that all but
wreck the societies in which they occur.
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Executive Summary

RFID has hit the world like lightening! But the fact is that there is little understanding of how
the technology works, or how to select solutions. Even firms under mandates to implement
RFID understand very little about how to get the most value for their own firm, or how to
recognize whether their vendors have solid expertise in RFID. Through a series of RFID
reports, ChainLink Research will address these issues.

WHAT YOU WILL LEARN IN THIS REPORT

This report—RFID Hardware—is for two audiences. This is a primer for those who have
little or no RFID knowledge. We use the word primer, but it is comprehensive enough that
we think most people, implementers and vendors alike, will learn more about RFID, even if
they have already gained some expertise.

The second audience is those who are seeking knowledge about the players in the market.
Though RFID is new in some applications, there are hundreds of RFID companies out there.
It is hard for end-users to sort out the real players.1

We at ChainLink Research have spent the last few years learning about RFID. Prior to the
RFID Era, we were working in warehouses and ocean ports, putting in bar-coding, mobility
systems, real-time locating systems, warehousing systems, and retail in-store operations
systems. We were researching the emerging RFID technology from many vantage points.
We found that even though there is a plethora of information available, there are very few
good approaches to learning and implementing this new technology. Through this and the
subsequent reports on RFID, we will provide you with the basic background information you
need to select the right RFID solution for your business.

We have included lots of graphics, charts and definitions to help you understand RFID, and
we have several views of the solution providers to help you decide what hardware is right for
you.

This report is not intended to rank the solution providers. There are far too many variables
in each project to be able to make those judgments in a report. But the report will guide you
in your discussions with RFID firms, as well as help you think about your RFID requirements
before you go shopping.

' Only firms with validated case studies were considered in this report. See Figure 20, page 47.
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HOW THIS REPORT IS ORGANIZED

¢ Executive Summary — Describes the purpose of the report and the intended
audiences.

¢ Introduction to RFID — Explains what RFID means and covers the basic
hardware components of RFID applications.

¢ Understanding the Technology — Provides definitions and explanations of
the science behind the RFID technology.

¢ RFID In My World — Explains the mix of environmental factors that need to be
considered for each unique implementation.

¢ Designing the Right Solution — Tackles the business of defining policies,
processes and performance metrics, and finding the right RFID solutions for
your business.

o Standards vs. Mandates vs. Good Ideas — Not all ‘suggestions’ are
mandates to implement. What are the RFID standards and mandates you will
need to know?

e Considerations for Buying Technology — Helps you answer basic questions:
What do | need? What are my options? Who do | buy it from?

e Conclusions — A summary of recommendations.
e Glossary and Appendices — Includes tables and charts of RFID Providers.

Definitions, sources of additional information, a summary of known standards,
and vendor information.
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Introduction to RFID

A basic understanding of RFID is required before you plunge into buying things. There are
two fundamental levels we will address to get you up to speed on RFID: first, some really
basic definitions; and second, the science of RFID. This report will help you decide what
RFID approaches are ultimately appropriate for you by giving you an understanding of the
frequencies, waves, and coverage (range) of the technology.

WHAT Is RFID? THE BAsIcs

Reader Antenna

[ ome |]||E1 4 RF Signal

Figure 1: What is RFID ?

RFID uses radio frequency waves (RF) to identify (ID) objects or people. Thus — RFID.
Rather than jumping into a detailed definition of RFID, I'd like to start our discussion by us-
ing the illustration above.

RFID systems are comprised of “tags” and “readers” (see Figure 1: above) which are within
a reasonable proximity of each other and can send and receive data. As shown above, an
RFID Reader uses radio waves (the same type of energy used to transmit AM or FM signals
to your radio) to find/talk to a tag. You have seen this in other day-to-day applications. The
antennas on your radios and TVs allow them to receive data. Where RFID differs from an
earlier generation of radio frequency technology, is that the tag responds by sending (over
radio waves) a unique string of data back to the source. Many RFID uses focus on uniquely
identifying an object to which an RFID tag is attached, either for the life of that item, or for a
specific business event (for example, passing through a dock door).

© ChainLink Research, June 2006 ALL RIGHTS RESERVED
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RFID Tag/Transponder

A microchip attached to an antenna (there are also chipless
tags ) that picks up signals from and sends signals to a reader.
From one-bit tags to data-rich tags, these can store data, such
as unique serial numbers, location information, and many other
types of data.

Antenna

The antenna is the conductive element that converts RF into
electrical energy and vice versa, thereby enabling the tag or
reader to send and receive data wirelessly. Antennas can be
wire, an etched conductive pattern affixed to a plastic substrate,
or conductive inks made from aluminum, copper or silver.

Reader/

Interrogator/Encoder

The reader (also called an interrogator) communicates with the
RFID tag via radio waves, reading (interrogator) as well as writ-
ing information (encoder) to and from the tag. A reader may
store the data and/or pass the information in digital form over a
network or directly to another device. Readers may also receive
data from other sensory devices (e.g. motion detector) and/or
they may control other devices.

Active Tag

An RFID tag that contains its own power source. This power
source is used to power the microchip to receive and transmit
data. Active tags generally can be read at great distances
(several feet to hundreds of yards).

Passive Tag

A passive tag has no power of its own. The tag is powered
solely by the RF energy emitted by the reader. The passive tags
use this energy to power the microchip and transmit data back to
the reader. Read distance is limited to the power received from
the RF energy. Signal fall-off happens quickly. In other words,
passive tags generally can receive and transmit data only sev-
eral feet.

Table 1: RFID Hardware Components

Radio Frequency or RF are electromagnetic waves propagated in free space. They can be
generated at various frequencies and travel for various distances. The RF waves (such as
radio & radar), carry digital or analog data. RF can operate with low to minimum power at
close range (inches) and with power at longer ranges (hundreds of yards). Thus, it is useful
in identification and security applications.
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RFID TAGs

Active Tag Passive Tag Chipleas Tag

Figure 2: Example RFID Tags

RFID tags are small electronic circuits attached to a metallic antenna. Most tags are con-
structed of a silicon microchip. The microchip on the tag stores data. The size and type of
data can vary depending on the particular application. In some applications, the data is
comprised of a unique serial number plus additional space to store application-specific
information. It can be a read/write tag that can store data, or it can be factory-programmed
with read-only information. The attached antenna allows the data contained on the micro-
chip to be sent to and from a reader device.

RFID Applications Exploding

10T

Number of RFID davices

1840 1850 1960 1970 1980 1900 2000 2006

Figure 3: Explosion of RFID Applications

© ChainLink Research, June 2006 ALL RIGHTS RESERVED
Page 5



RFID Hardware: What You Must Know

The explosion of available tags in the market is mind-bending in terms of the increased di-
versity, as well as the sheer numbers of tags. We are also seeing the very early days of
chipless tags, which we expect to become increasingly popular in the market.

Specialized chipless tags with relatively small memories have already become available.
These can be used effectively in extreme temperatures, with extremely low reader power, or
in long-range applications.? Long-term, these types of tags hold great promise. Printed
chipless tags will be very cheap and are probably the type of tag that could replace many
barcodes—but not until the technology is tamed—years in the making. We will not spend
much time on Chipless technology in this report.

In considering which tags to buy, read distances are key. Passive tags have communica-
tions fall-off within short distances. This happens quite quickly with UHF tags, which have a
read distance of about 10-30 feet (this distance can be quite a bit lower, as you will read
later on). HF passive tags have an even shorter range.

Active tags are able to project at greater dis-
tances due to having their own energy
source. Passive tags are reliant on energy
from their readers, so as they move along in
the process they are not interfering with their
environment until they come in contact with a
relevant energy source. This can be quite an
advantage in a world exploding with devices
and crowded airwaves.

2 Techniques such as SAW (Surface Acoustic Wave) technology are based on chipless technology.
Printed technologies—inductive inks on thin films, are technologically possible and are beginning to be used.
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Now a Word About Chips

RFID chips are made of transistors, which are tiny circuits that carry instructions. The more
transistors, the more instructions. Thus, as we add more functionality to tags, the more
transistors are needed.

When users ask for more functionality, more security (this should be a standard requirement
of supply-chain-wide devices) and more data, it requires cramming of technology into the
chip, and the tag (and probably the reader) will be more expensive. This also reduces the
read range, since it requires more energy to power up more transistors—therefore, the tag
must be closer to the reader to receive enough RF energy to power its chip.

Chips, even when developed to the same standard, can have different capabilities:

e SIZE: Depending on the manufacturer and model, they can differ in size, and
smaller is typically less expensive.

¢ POWER: Can differ in power requirements. A chip needing lower activation
power gets better read distance.

e MEMORY: Chips have different-sized writable memory, so think about whether
you are writing and reading—what do | need to do? Will you be accumulating
information on the chip as the product goes through its life or will you just use
the chip as a ‘pointer’ to data stored in the database?

o FEATURES: Most chips have some features and commands in addition to the
standard. These may be of benefit to you.?

Chips come in wafers, and there are 25,00 to 50,000 chips or so in a wafer. Not all the
chips in the wafer work. The chip companies can test each chip and provide a map of the
good and bad chips on the wafer. In this way, known bad chips can be isolated and
disposed of after all the value-added steps are completed with the wafer. The wafer must
also be thinned, and cut into single chips, and have bumps added to allow chip antennas to
be connected (see Figure 17, page 46: The Tag Supply Chain). Thus, if you're asking
about chip prices, always specify mapped wafers with “fully prepped” chips, so that you are
comparing apples to apples.

% For example, the most popular chip for RFID library self-checkout has a one-bit EAS bit that turns on an off.
When activated during the RFID self-checkout process, the bit would sound an alarm if carried through the exit
gates without being properly checked out. Upon return, the bit is turned off.

© ChainLink Research, June 2006 ALL RIGHTS RESERVED
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RFID READERS

An RFID reader is an electronic device that has the ability to read and write information to
and from RFID tags. RFID readers can be housed in a variety of devices. See Figure 4,
below, for some examples of RFID readers.

Figure 4: RFID Readers

Readers emit radio waves, which contain data and commands that are received by RFID
tags. For Passive RFID, the radio waves energize the passive RFID tags in the vicinity and
cause the tags to be powered on and perform the requested functions.* Such functions may
include reading serial numbers or other data, writing data, or performing security functions.
The interaction with active tags is similar, but an active tag is also capable of initiating the
call. In addition to more security being built into readers, more intelligence is also being built
in, to enable readers to perform such basic applications as warehousing, patient care in
hospitals, and reading passports.

4 Range depends on many factors, which are described later.
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Readers used for active tags are frequently designed to perform in custom applications:
PDA and cell phone companies are embedding readers and customizable software; other
companies are embedding readers in a myriad of other devices and objects, such as
automobiles, chairs, and toys. Some readers can communicate directly with the web for
example, and their flexibility in dealing with more remote problems is important.

Readers can be mobile or stationary. They can be mounted in vehicles, on belt buckles, in
the floor or pavement, and just about anywhere. These devices can be quite expensive, so
the business application should be considered carefully.

Since readers can be mobile and remote, authenticating them to get them onto your network
requires security both on the reader as well as on your host systems and networks. Appli-
cations such as RFID middleware, WMS systems, other specialized applications® that use
RFID, or solutions that manage your whole portfolio of wireless devices, exist to manage the
various types of readers. A bit of care in setting up security can go a long way in ensuring
the seamless control of authenticating, operating, managing, and, when needed,
de-installing these devices. If the reader gets into the wrong hands you will want to get it off
the network quickly (think about this—after all, this is about identity, security, and accuracy,
right?). So the relationship of the reader to your software solution is critical. We will talk
more about this issue in our RFID Software report.

When purchasing RFID technology, you will need to think globally. As a general rule, tags
have to work across the entire value chain, which could comprise multiple sites or even
multiple companies. Approval for purchasing readers is generally a corporate decision—not
a site decision—because again, you want to manage their entry into your network. But
today, many devices used for bar-
coding are bought at the local level.

So implementing RFID may require a
change in authority for both the site
manager as well as the vendors, who
will need to get more people involved in
the buying decisions! Though you
might not like that change in buying
authority, it is important from a security
perspective. Security will be extremely
important, because we will eventually
use these devices everywhere.

5 Firms like Globe Ranger, BEA, Sybase, Blue Vector, Movero, Cisco, Oat, Apprion, etc. can help with this.

© ChainLink Research, June 2006 ALL RIGHTS RESERVED
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Understanding the Technology—The Science of RFID

Now let us begin at the beginning, and really understand the properties of this amazing
phenomenon of nature! You may wonder why you need to learn about science in making
business decisions. But your effort to understand a bit about the science of RFID will help
you tremendously in making technology and applications decisions, as well as in being able
to have informed conversations with the vendors. This will directly correlate to the success
and ultimate value you derive from your RFID initiatives. This section will be deep with lots
of definitions that you can refer back to.

BASIC SCIENCE

Don’t get thrown off by the word science. You will not need a Physics or Electrical Engi-
neering degree to understand this. In fact, you should learn this, and not rely on your resi-
dent geek. Besides, this will explain many of the day-to-day applications you are already
using. Most implementations happen away from the EE contingent, and once installed, the
average professional (warehouse worker, nurse, doctor, or store sales staff) will be ex-
pected to operate this, so learning is key. | learned it, so you can, too!

Frequency, Hz

10 1wf 1wt owt ow® 10 1 1™ 1w® 1w 10 1% 10*t 10%
I AR KN FAN RN EA AT RS SR RN R SR, NI R
A oravs
Microwawves
aM E A
Wisible light:
FM, TV FEMMa rays
Radio waves
Ilkravinlet
Infrared

[ T [ T [ T [ T I T [ T [ T [ T I T [ T [ T [ T I
w0 1f 1wt 1w 1w we ot 1w ow® 1o oo o™ 1ot

Wavelength, m

Figure 5: The Electromagnetic Spectrum
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(EM) radiation is
energy propagated
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THE ELECTROMAGNETIC SPECTRUM

First, a basic understanding of electromagnetism. Electromagnetic waves have both an
electrical and a magnetic field. There are many different electromagnetic wavelengths and
frequencies that exist on earth (figure 5, previous page), and many that we can harness for
communications (and identification purposes). X-rays are towards the right end (higher fre-
quency) of the electromagnetic spectrum and are very intense and concentrated because
the wave is so small. That’s how they’re able to penetrate materials. Infrared waves, in the
middle of the spectrum, are the size of a dot, and very close to visible light. (That is why it
is great for getting in and out of shows and clubs! Another kind of identification!) And
RFID, actually a relatively long wave, is to the left end of the spectrum. Wavelengths in
RFID may vary from about the size of a baseball, to more than a mile long!

Wavelength, 7

Figure 6: RF Waves

Electromagnetic waves need no material medium for transmission. Thus, light and radio
waves can travel through interplanetary and interstellar space from the sun and stars to the
earth. Regardless of the frequency, wavelength, or method of propagation, electromagnetic
waves travel at a speed of about 186,272 miles per second in a vacuum. That is the speed
of light! All the components of the electromagnetic spectrum, regardless of frequency, also
have in common the typical properties of wave motion, including diffraction and interference.
The wavelengths range from less than a quadrillionth of a centimeter to many billions of kilo-
meters. The wavelength and frequency of electromagnetic waves are important in deter-
mining heating effect, visibility, penetration, and other characteristics of electromagnetic ra-
diation.

At the beginning of the 20th century, physicists found that the wave theory did not account
for all the properties of radiation. In 1900 the German physicist Max Planck demonstrated
that the emission and absorption of radiation occur in finite units of energy, known as
guanta. As it turns out, waves don’t behave so well around “these parts.” We will come
back to this concept when we discuss the impact of physical properties on data propagation
and waves.

© ChainLink Research, June 2006 ALL RIGHTS RESERVED
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In learning about RFID, it's important to understand the characteristics of waves, so let’s
look at RFID waves.

To understand RFID, you have to know more about waves than just their length. Under-
standing their properties is important to how you will eventually choose your hardware.
X-rays, again, penetrate physical objects—we don’t want to get too near; infrared, like light,
is easily interrupted by any solid object but can carry a fair amount of data, usually over a
short distance. (Remember that wonderful feature on your laptop!) Since infrared does not
penetrate solid objects, it's usefulness is limited to applications where there is a direct line-
of-sight between the tags and the readers. Barcode readers have the same limitation—the
barcode applications must have a clear line-of-sight between the barcodes and the readers.
But this is what is so cool about RFID, it does not need line-of-sight. RF waves can go
around objects, and can even penetrate some objects that visible light cannot. That's why
you can hear a radio in another room. That's the advantage of RF over infrared and bar-
coding—it does not require line of sight.

Waves are wonderful things that can carry lots of data, including pictures, movies, sounds
and so forth. How do they do that? By modulating (changing) the wave’s form over time,
the wave can carry information. There are a number of modulation techniques, some of
which you hear every day. Common modulation techniques include FM (Frequency Modu-
lation), and AM (Amplitude Modulation).

A/ /N MARAAARARRARAARN
N VVVVYUVVVVVUY YUY

Auvdio-frequency waves carrier waves (radio frequency)
T n
E\GE'U -
1 7
IRIAl )]
Frequency modulation (FM) Amplitude modulation (AM)

Figure 7: AM and FM Waves

Amplitude modulation—as used in AM radio—works by modulating the amplitude (height) or
strength of the wave. FM modulates the frequency of the wave. (I hope you are with us
here because this is actually very useful information for whatever your technology field is—
or even just for idle curiosity.)
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In figure 7, previous page, the “Audio frequency waves” on the upper left are the information
that is being transmitted over the radio waves—for example Sting singing “I'll Be Watching
You.” The “Carrier waves” on the upper right are the radio waves, vibrating at a much
higher frequency than the audio waves. In the FM signal on the lower left, the amplitude is
constant, but the frequency (waves per second) changes to reflect the audio information you
are sending. In the AM on the right, it is the amplitude that changes, and frequency re-
mains constant.

Another common type of modulation is phase modulation, often called phase-shift, keying,
or PSK. Information is encoded by modulating the phase of carrier wave, rather than its
frequency or amplitude. So by modulating or altering the wave, we can transmit unique data.

UNDERSTANDING RF FREQUENCY OPTIONS

What are the characteristics of RF vs. the whole spectrum of possible waves out there?

LF " ME  HE vH UHF  SHF EHF
Lo hedium High Weny Ultra Super Extremehy
Fregdency Frequency Frequency High High High High .. .
Frequency FNquency  Frequency Frequency I'Vrlglble nght

10 100 \
kHz MHz MHzZ MHz G

| I
L
3
(| |

10 100
GHz GHz

Infrared
VLE
Weny
Lo
Frequenoy

126 kHz 13.596 MHz High Freguency
"gke-Lp Shaort-Range, Smart Cards and
Figld" "Contactless” Applications

Z)
MaMHZ"Respond —
{,-_— to Receiver" Long-
* Range

(,_—' 433 MHz "Respond to
# Feceiver" Long-Range

CE Approved for Euryfe

Figure 8: RFID Frequencies
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Frequency, Velocity and Wave size are all linked. In the EHF (Extremely High Frequencies)
range, the wave size is incredibly small.’ In the LF (Low Frequency) and VLF (Very Low
Frequency) ranges, the wave size is very large—sometimes kilometers long! Many years
ago before cable TV, many people received TV broadcasts over UHF. Reading the chart in
Figure 5, page 10, you have to understand the exponentials here—from a quadrillionth of a
centimeter to many kilometers. Obviously, with such differences, the frequencies have very
different characteristics and applications. We will discuss the used of differences later. But
the fact is that you have many choices in frequencies.

In certain industries, these frequencies have become the norm, such as 860 MHz—960 MHz
UHF in Retail, and 433 MHz in Maritime.

Acronym | Full Designator Freq Range Applications

ULF (Ultra-Low Frequencies) 3-30Hz

ELF (Extremely Low Frequencies) 30— 300 Hz Navy strategic communications

VF (Voice Frequencies) 300 -3000 Hz

VLF (Very-Low Frequencies) 3 kHz — 30 kHz 7 Navy strategic communications

LF (Low Frequencies) 30 kHz — 300 kHz Navy Comm, Navigation (NDBs)

MF (Medium Frequencies) 300 kHz — 3 MHz - Navigation (NDBs), AM Broadcast

HF (High Frequencies) 3 MHz — 30 MHz Short Wave, Ham Radio, Int'| Broadcast
VHF (Very-High Frequencies) 30 MHz - 300 MHz FM Broadcast, Television, Police/Fire
UHF (Ultra-High Frequencies) 300 MHz - 3 GHz Satellite, GPS, Cell Phone, Television
SHF (Super-High Frequencies) 3 GHz - 30 GHz Satellite Communication and Broadcast
EHF (Extremely High Frequencies) 30 GHz - 300 GHz Satellite Communications

Table 2: Using the Waves

Traditional users of waves (Table 2, above) that broadcast one to many, such as transmit-
ting the program for Super Bowl Sunday, will now find the air space a lot more crowded.
Millions of items carrying RFID tags, the cartons the items are packed in carrying additional
RFID tags, and the containers the cartons are shipped in carrying even more RFID tags—
multiple taggings per product across the globe—will be broadcasting many to many. And
the tags will be able to answer back! But RFID architects have developed communications
strategies and techniques to keep us all in harmony. More on that later!

6 Each of the pick marks on the Frequency Scale represents a factor of 10. So that’s a million, ten million, a hun-
dred million, a billion, a trillion, quadrillion, quintillion, ... gazillion, which is pretty fast, so it can carry a LOT of data.
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Definition Bits and Frequency Relationship of Frequency Wave Length
bytes Cycles per in the EM Universe Examples
second
Hertz or Hz
Hertz One cycle per Hz
Second. 3-300 Hz ELF or Extremely Voice
low frequency
300-3000 Hz ILF or InfraLow | Maritime
Frequency communications
Kilo One thousand or when | Kilobits ~ kHz LF or Low frequency: 30 kHz ~
talking about data 210 hits 1,000 cycles per | 30 kHz- radio 10 kilometers
capacities and rates, second It's all radio from here up to
kilo means 21°which is | Kilobyte ~ GHz- U2, anyone? 134.3 kHz ~
1,024 210 hytes 1.25 miles
125 kHz- RFID
Use in close proximity reading | 300 kHz ~ 1 kilometer
and writing
Mega One million or when Megabits ~ | MHz HF UHF 13.56 MHz ~ 74 ft
talking about data 1,000 bits 433 MHz ~ 2" 3"
capacities and rates, 1,000,000 or 106 | (433 MHz Cisco) 915 MHz ~ 13 inches
mega means 220 which | Megabyte cycles per sec- 800 MHz to 900-915MHz
is 1,048,576 ~ 1,000 ond
bytes RFID Gen2
Giga One billion Gigabit ~ GHz EHF- Microwave 2.4 GHz ~ 5 inches!!!
or when talking about one billion
data capacities and bits 1,000,000,000 or | 2.4 RFID used passively 5.4GHz ~ 2 inches
rates, giga means 230 109 cycles per
which is 1,073,741,824 | Gigabyte second 2.4 GHz used for wireless
communications actively
Tera A trillion, which is a Terabyte ~ | THz 300 GHz - 400 THz is infrared
million times a million 2to the light, not radio waves. This is
A thousand giga or 40t 1012 cycles per not RFID.

when talking about
data capacities and
rates, tera means 240
which is
1,099,511,627,776

second

Table 3: The Language of Waves
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Understanding Waves

Now, let’'s get some terminology again. You know there are RF waves—some smaller than
others. Let's understand the language of waves, then.

Bits and Bytes—These are measures of quantities of digital data. 1 bit = 1 “binary digit,”
which can only have a value of either 0 or 1. 1 byte = 8 bits.

Measurements of data—In the world of computers, measurements are generally organized
in “powers of two” sizes. For that reason, you will see information described in powers of
two. For example a kilobyte, means 2'° bytes (which is 1,024 bytes) rather than meaning
exactly 1,000 bytes. Similarly a megabyte is 2% bytes and gigabyte is 2*° bytes.

Hertz—Is a measure of frequency in cycles per second. It is also used to measure band-
width, which is the amount of frequency spectrum available for communications.

1 Hertz (Hz) is one cycle per second. A kilohertz (kHz) is one thousand cycles per second.
A megahertz (MHz) is one million cycles per second. And so on.

Frequency’—Number of events during a time period, like frequency of trips to the coffee
machine (“Joe’s average coffee machine frequency is 11.6/day”). For RF, it refers to the
number of electromagnetic wave oscillations per second. 1 kHz would be 1,000 cycles per
second.

Wave/Wave Length—Is the distance between peaks of the electromagnetic wave, the com-
pletion of one cycle. Think of each wave coming to shore, say, one wave per 8 seconds
(frequency) with a 100 foot spread (wave length). The height of the wave (the amplitude) is
20 feet—surf's up, dude! In this scenario | can get a fair amount of surfers riding a fair
amount of waves in a fairly small area.

Velocity—The velocity of electromagnetic radiation through a vacuum is constant at
299,792,458 meters per second,® which is represented by the letter ¢, also known as Ein-
stein's Constant ( remember E=mc? ?). Radio waves travel very slightly slower through air —
99.97% as fast as through a vacuum. Fast enough? The velocity of the wave and its fre-
quency and wavelength are interrelated.’

7 Harry Newton, Newton'’s Telecom Dictionary, (San Francisco, CA: CMP Books, 2005) Number progressions
from Kilo to Tera are not exactly straightforward and vary depending on the technology applications: telecommuni-
cations, computer storage, etc. Slight variations exist in the meanings of Giga, Tera, etc. ... but for our purposes
we will stick with the basic “Round numbers.”

8 Approximately 186,282 miles per second, or 670,616,629.4 miles per hour.

° In mathematical terms, this relationship is expressed by the equation V=A f, where V is velocity, f is frequency,
and A is wavelength. Because V is essentially constant in the practical use of RFID, it means that a change in the
frequency results in an inversely proportional change in wavelength.
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Range—Range cannot be calculated precisely, because wave performance is impacted by
so many different factors. However, RF waves can sometimes travel long distances, as
long as nothing gets in their way.

Power—Measured in Watts. In the case of the RF wave itself, power is the average rate of
energy transported by electromagnetic radiation. The power level of the wave determines
the signal strength. Power is regulated, and there are guidelines for determining how much
power can be used, and under what circumstances. (See standards later on.) Power can be
variable based on application distances.

Putting things together—Many of these variables tie together and determine what fre-
quency and what range you will achieve.

Frequency=Waves per second

Calculatlng Thlngs WAVELENGTH = SPEED / FREQUENCY

Distance covered by the wave

|.I th A centimeter 5~ 30900
waveleng &= Freq (m )
12,000
//\ A inches m —— 00
\/ N : Freq (MHz)

\

/
\/ Wave lengths

o LF (134 .2 kHz) = 1% miles
* HF {13.56 WHz) = 74 feet
+ UHF (915 MHz) = 13"
= Microwave (245 GHz) = 5"
* Microwave (58 GHz) = 2"

amplitude

e

Tme

Kilo= one thousand
Mega = one miilion
Giga= one bilkon

Range =factors including wave length,
power, antennas, etc.

Figure 9: Calculating Things

Interference—Nothing is perfect, so interference occurs when two or more waves overlap
or intersect. When waves interfere with each other, the amplitude of the resulting wave de-
pends on the frequencies, relative phases (relative positions of the crests and troughs), and
amplitudes of the interfering waves. For example, constructive interference occurs at a point
where two overlapping or intersecting waves of the same frequency are in phase—that is,
where the crests and troughs of the two waves coincide, resulting in a more powerful wave.
In this case, the two waves reinforce each other and combine to form a wave that has ampli-
tude equal to the sum of the individual amplitudes of the original waves. Destructive interfer-
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ence occurs when two intersecting waves of the same frequency are completely out of
phase—that is, when the crest of one wave coincides with the trough of the other. In this
case, the two waves cancel each other out. Intersecting or overlapping waves that have
different frequencies or that are not entirely in or out of phase with each other have more
complex interference patterns. When two or more devices are trying to use the same fre-
quency, in the same physical space, the resulting interference can cause higher error rates
or complete loss of communications.

Strength of Field—Although RF is cool stuff, energy drops off pretty rapidly as you get
away from the source of that energy. You lose power, and after a certain point, the signal is
lost. This concept is fairly easy to understand. There are techniques in passive RFID to
help a bit with this, but obviously, power helps to keep the signal strong at greater distances.

Data Transfer Rates—How fast the data moves. Data transfer rates are affected by sev-
eral factors:

e Bandwidth available — this is determined by regulations.

¢ Modulation Technique — some modulation techniques inherently make more
efficient use of the available bandwidth than others. For example, AM
(amplitude modulation) is less expensive to implement, but is inherently less
bandwidth-efficient — i.e. you can squeeze fewer bits per second of data through
each MHz of available bandwidth.

Data transfer rates are defined as part of RFID standards, so this helps us to get a handle
on the actual data rate of a specific reader and tag — i.e. it depends on the RFID standard/
air interface protocol that they support.

Standard Passive vs. Active Frequency
ISO 18000-2 P LF — 125kHz

ISO 18000-3 P HF — 13.56 MHz

ISO 18000-4 P Microwave — 2.45 GHz
ISO 18000-5 P Microwave — 5.8 GHz
ISO 18000-6 P UHF — 860-930 MHz
ISO 18000-7 A UHF — 433.92 MHz
EPC Global Gen2 P UHF — 860-960 MHz

Table 4: ISO Standard Frequencies

10 Geographical standards in the US, EU, and Japan, etc. regulate UHF and other frequencies.

© ChainLink Research, June 2006 ALL RIGHTS RESERVED
Page 18



RFID Hardware: What You Must Know

RFID in My World

These are some basic concepts, and now we will weave these together to build your knowl-
edge of RFID, so that you can select the right solutions for your application!

You now have a working definition of RFID. You have learned that RF waves are sent be-
tween tags and readers. It seems that a spot-on direct beam would be a real advantage.
Obviously, that is not always possible—rarely so. The reader and the tag may not be in
close proximity, or the orientation (alignment) of the tags and reader may not be optimal.
This is the real life situation that you will deal with. The dynamics of the environment, and
the characteristics of the waves are all-important in designing a system, as well as selecting
the right technology to work for you and your trading partners.

Now, let’s begin to build on these concepts so that you can understand what kind of solu-
tions—tags and readers, active or passive—you will need for your application.

NEAR FIELD VS. FAR FIELD

Near field and far field are concepts that are important to understand when you design and
select an application for both the tag and the reader. So much about RFID is both art and
science. The science is in understanding the physical properties, and the art is knowing that
you can alter the factors and come up with a solution that works in your environment.

So, items that are tagged will at some point need to be read. The challenge becomes: what
and where are we reading from? That is where far field and near field come into play.

Near field refers to the interaction between tag and reader when the tag is less than one
wavelength away from your reader antenna. Far field is the kind of interaction that happens
when the tag is greater than one wavelength from the reader antenna. They’re completely
different phenomena.

The near field uses inductive coupling, sometimes called magnetic coupling. Whenever you
apply power to an antenna, a magnetic field emerges around it. In one wave length, you
can use the magnetic properties of the devices to create the induction between the reader
and the tag. Latent magnetic energy is built up. Every magnetic field has lines of magnetic
flux. The tag antenna interrupts those lines of flux from the reader, drawing power from the
field. Through inductive coupling, you can now energize the tag, read it, and transfer data
back to the reader. (See Figure 10, next page.)
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Near Field vs. Far Field

Near Field / Inductive Coupling Far Field / Backscatter
Magnetic Field “Emerges” Electric Field/Radio Waves “Transmitted”
[ o T
Less Than 1 Wavelength Greater Than 1 Wavelength

Figure 10: Near Field vs. Far Field

The far field, (again, this means operating beyond one wave length) uses backscatter. Tags
using backscatter reflect the reader’s signal right back and modulate incoming signals to
transmit data.

Now why do you care about this? Well, it impacts a number of factors influencing perform-
ance in specific situations: what kind of antennas you should buy, and how you should set
up your readers. Some applications are in close proximity. and you can control the orienta-
tion of the tag. But in many applications, items and people are in motion. Therefore, you're
switching from far field to near field. (See Figure 10, above).

Let’s take the ever-popular examples of UHF tags (865- thru ~ 915MHz) and the HF
(13.56MHz) tags. UHF has a wavelength of just over a foot, so operating in UHF, we are in
the near field mode from 0 to about 13 feet."

So, if a warehouse is, say, a few hundred yards long and you want to track items as they
move, you will be working both outside and inside the near field—in other words, in far field
and near field.

The use of UHF across the world creates challenges, since frequency, as well as tag an-
tenna designs will vary, and therefore the tag range will vary. You will need to evaluate
whether the tags on the goods that you receive at your facility will be near field or far field,
so that you can set up your reader orientation properly. It is challenging to get it right when
you receive goods from many sources carrying many different tag antenna styles.

1 Across the globe the precise UHF frequencies vary, and can put your tag into far field at slightly different
ranges, though the difference is quite small. More on this later.
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The HF (13.56 MHz) tags, which have a global standard, do not have this problem. HF tags
and LF (125 kHz) tags are being used in applications in supply chain and hospitals, etc.
where there are no fixed readers, for example, because their wave length, as well as their
ability to work with various physical properties gives them an advantage. UHF, though,

may be your choice, regardless of the other concerns, since this is the Wal-Mart and DoD
logistics choice. So learning how to work with this technology in both near field and far field
is generally required.

Applicability of Frequencies- Far Field/Near Field

Re:.;\der/tag 6 inches to 30 feet 100 feet to 1 mile Less than 2 feet
distance

UHF-Passive . ) .

800-960MHz Near Field....to Far Field Out of range Near Field
13'56. a7 Near Field Out of range Near Field
Passive

Figure 11: Applicability of Frequencies - Far Field / Near Field
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OPERATING IN NEAR FIELD AND FAR FIELD — MAKING IT WORK

So, now the issue becomes how to ensure successful reads.

Near Field

Applying inductive coupling, there are four major factors that you need to look at in the
near field:

POWER: In near field you might not need much power, since you are operating
within the lines of flux. However, in near field your field strength drops off at a faster
rate than far field."

ANTENNA: The larger the antenna, the more lines of flux you’re going to interrupt,
and the more power you will receive. This is why you see tags with lots of antenna
coils, compared with horizontal antenna patterns.

ORIENTATION: Directionality of devices in relation to one another is important. In
RFID devices, the antennas are either fixed or in motion. Orientation is particularly
important in passive technology for successful communications. Orientation and
the shape of the read field are important related concepts. In fixed environments
(e.g. conveyors, or dock doors with fixed readers) you can experiment and align the
tag and reader to ensure that they can send and receive signals successfully. Your
reader can have several antennas to help capture the wave.

Q FACTOR: This means: how efficient your tag antenna material is in converting
the signal to electric power and back. Antenna material choices are aluminum, cop-
per and silver, and their prices increase in that same order."

Far Field (Backscatter)

POWER: Here, more is better, but wattage is regulated, and too much creates in-
terference with other devices (like too many people shouting). Techniques have
been created to ensure that the individual items are not cross-talking. Different geo-
graphic regions have different regulations (for example, Europe requires listen be-
fore talk—oh, if people only had that protocol!). Tags can be kept asleep until they
are read; signposts can be used to wake up the tag before it is read, and leave it
‘asleep’ in between; shields can be used to control the direction of the power radiat-
ing from your reader’s antenna; cross signals can be avoided.

12 The inverse cube of the distance (1/distance®) which is a much faster drop-off in power than far field, which falls
at the inverse square of the distance (1/distance?). But who’s counting?

13 As we move into Chipless technologies, the aluminum has it beat on ease of printing and price of antennas, but
copper is the hands down winner on conducting electrons!
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ANTENNA: Here bigger is better, but you have to pay attention to the ratio of an-
tenna length to wave length. The wave causes the antenna to resonate at its fre-
quency, so the antenna has to be tuned to that frequency. The length of the an-
tenna impacts its tuning, so it should be an exact fraction of the wavelength. If the
antenna is next to a material, the material itself “detunes” the antenna, so antenna
length needs to be adjusted to account for the detuning effects of nearby materials.
In practice, if the detuning effects of the objects you're tagging are not so large (e.g.
corrugated cartons), then tags with standard off-the-shelf antennas should work
fine. But if the detuning is significant, you may need a specialized or custom-tuned/
custom-designed antenna.

ORIENTATION: Orientation of antennas on both tag and reader is key.

ENVIRONMENT: Environmental factors play a role, since different media conduct,
reflect or absorb signals at greater distances. This is a bigger factor to consider.

Putting this together, if you’re going to use UHF, sometimes you will be operating in the near
field and sometimes in far field. The tag has to operate in both modes. Usually tags will be
tuned for the far field, but that means it may not work very well in the near field. Therefore,
you should test it in both environments and find an approach that will work in both, knowing
that you will not be in control of successful reads once your items leave your custody. Your
customer expects successful reads. So this is not idle advice.

DETUNING

Some material can detune the antenna. Many of the properties we talked about
(wavelength, range and speed) are characteristics that work ideally only in free space.
Once you put your tag on an object, the object can change the tuning. Remember Max
Planck. We mentioned his discovery on page 11. So antenna design and a bit of experi-
mentation on tag placement are necessary to avoid the effects of detuning. Since the RFID
revolution took off two years ago, over a hundred new antenna designs have come out.
And there is nothing to stop your firm from having a custom-designed antenna, if it is cost
justified. Your packaging or product might need that.

ANTENNA AND FIELD CHARACTERISTICS

So, hopefully you are getting the message that the antenna is a critical part of the selection
discussion! So much discussion on the street talks about UHF vs. HF vs. LF, but very little
discussion takes place on antennas, inlays, etc. But these are the aspects that will actually
make the difference for your item having successful reads! As we have said several times,
you may have no choice in your frequency, so getting (UHF) RFID to work for you requires
thinking about antennas that can perform in your environment.
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Tag Antenna Length

Antenna length offers a big opportunity for customization of RFID applications. In order to
grab the signal—not just in far field or near field, but in different media and with different
packaging—you need to think about your tag antenna’s shape and length. For far field appli-
cations, the length of the antenna should be a wavelength. So if you’re dealing with 915
megahertz, a thirteen-inch antenna (one full wave length) would be ideal. Obviously, such a
huge antenna would not be practical for most applications, so antennas that are a fraction of
the wave length (1/2, 1/3, 1/4, 1/5, 1/6 of a wavelength) are used. For near-field applica-
tions, the relationship of the length of the antenna to the wavelength is not critical
(remember, you are still within one wavelength).

Shape vs. Frequency

125-134 Khz

13.56 MHz

902-928 MHz

Passive Tags
A

2.45 GHz Active Tags

20° — 300°

Active Tags

4’_’7

Figure 12: Shape and Frequency (not to scale)

Waves are not traveling in a vacuum, so we have to account for the impacts that the envi-
ronment has on the waves. Waves also have their own characteristics in terms of wave
shape and other quirks.

Frequencies and antenna designs play a role in the shape of the read field (the area where
tags can be read). In general, lower frequencies have a rounder field, and as you get into
the higher frequencies, it's more of a cigar-shaped field.
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Nothing is perfect—and voids can exist within a read field. (See Figure 12, previous page:)
Voids are areas of low energy within a field where tags can’t be read. The higher the fre-
quency, the more voids there are. There are a number of tactics for dealing with voids, in-
cluding:

e Use two or more reader antennas (objects in a void in one antenna can still be
read by the other antenna)

e Make sure that the objects will be moving through the read field, such as on a
conveyor or hand truck—that way even if they are in a void for a moment, they
will soon be back into the “good” part of the read field

e Map out the field and adjust the position and/or power of the antenna to make
sure that the position of voids is known and they are not in critical locations
where the reading is typically done

Antennas for readers can also be custom-designed, and of course, portal environments for
dock doors, etc. are all the rage. Again, the art here is to test your environment to ensure
that you are getting your reads, but don’t overdo it! There are lots of great techniques, but
we don’t have the space in this report for an in-depth discussion of implementation tech-
niques.

Linear vs. Circular Antenna Designs

You have probably seen many different shapes of antennas in the market (Figure 13, be-
low). By changing the shape of the antenna, you can tweak the shape of the field. Again,
think about your application: how and where will you read and what shape is the best ap-
proach for your purpose? Smart cards come in very close proximity to an antenna, vs. say,
a carton on a conveyor.

Figure 13: Shapes of Antennas
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The shape of the field is also determined by the reader antenna design and its polarization.
Linear polarization is a longer, narrower field. So you can get slightly more range, but line-
arly polarized fields are also more sensitive to orientation of the antenna on the tags. Circu-
lar polarization is a slightly shorter read range, but a wider span and less sensitive to tag
orientation. The wider field may be important in fast-moving conveyor operations to ensure
that the tag stays in the field long enough to get reliable reads. There is more to say about
this topic, but it does get fairly dense. Figure 14, below gives you a way of thinking about it.
Just remember, our world needs to be thought of in three-dimensional space.

Antenna with
Circular
Poalarization

Antenna with
Linear
Poalarizatichn

Figure 14: Shape of Read Field in Application

The Shape of Read Field in the Application

In most applications the object is in motion. So you're also going to want to consider the
speed of the object going through the field. You might want a circular field so that the tag
stays in the field for a longer period of time. Also, how much control do you have over the
orientation of the tag antennas on objects as they pass through the reader’s field? On a
factory conveyor belt, the orientation of the objects and their tag’s antennas may be very
consistent, and so a linear reader antenna may work fine. But at dock doors or going
through the front store (think—store associate balancing a pile of cartons), the orientation of
tags may be pretty random, in which case you are better off with a circularly polarized
reader antenna. These are some of the things you’re going to have to think about.
Application, Application, Application!
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Thoughts on Antennas

Though the chip may be the same, the tag antennas are often quite different. Some—
maybe yours—may need to be custom-designed to deal with the physical properties of the
product and the environment. This could include the need for very small specially-shaped
antennas that fit an object (e.g. an expensive pen); or antennas that must work on metal
objects or on objects with large de-tuning effects, etc.

Reader Reader Power Emitted Watts of Power transmitted by Reader
Reader Antenna Gain
Proper Installation (cable lengths, connections, etc.)

Passive Tag ITag Antenna Design Design and Quality

Matching impedance of Antenna and Reader
Antenna Material: Silver, Copper, Aluminum
(price/performance tradeoff)

Antenna Size (Near Field) [Larger antenna increases near field read distance
Not applicable to far field

ITag Antenna Tuning Changes when applied to object
(Far Field) All materials detune to a lower frequency, except metal that
detunes up

IAlways test read distances with label applied to an object
(not in free space)

Chip Power Consumption |[Read requires less power than writing

Materials in Object and Metal, Liquids

Packaging
Spatial Relation- |Antenna Orientation Tag Antenna vs. Polarization of Field
ship
Near/Far Field Near Field power levels fall off much faster than far field
Far Field has more voids
Environment Noise IAmbient EMI noise reduces read distance and accuracy

Objects/Materials in the Metal Structures, Vessels of Liquid, Glass
Environment

Table 5: Factors Impacting Passive Read Distance

In addition, antennas can be made of different metals—aluminum, copper, and silver—all
varying in price and conductivity. Whether for chipless or chip-based tags, the antenna has
as great a role to play in the success of your effort as the other issues we have discussed.
Of course, a custom-designed antenna adds cost that must be amortized over all the tags
used, so though it may be the best technical decision, you will need to see if it is cost-
justified. Again, test before you buy to make sure that this will work for you in all the cir-
cumstances we have discussed.
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As your material goes through the various processes in the supply chain, the RFID vendors
will be applying their know-how to build the ultimate tag or reader for your application. But,
you as the end-user/buyer have to know the properties that you are seeking. Considering
the many factors along the way (Table 5, previous page: Factors Impacting Passive Read
Distance) is critical to buying the right hardware that will actually work throughout the
chain—and having a successful implementation.

And for open loop (read more on page 35—RFID-Enabled Processes) applications, such as
manufacturers who are under a mandate, you need to consider the readers and environ-
ment at your partners’ sites and at any other points in the chain that need to read the tag—
as well as the environment between the read points— e.g. will tags be exposed to extremes
in temperature, weather conditions, or radiation (such as used in sterilization), harsh chemi-
cals, etc.? And do they need to work in multiple regions of the world, which use different
frequencies for UHF? Where will the items be read? Within a yard, or many yards away; on
a conveyor, at one foot or two; or at a cash register; will they be machine swiped? Tags and
Readers—whether handhelds, portals, or forklifts—need to be purchased with these factors
in mind.

The cry has gone out for universal or ‘global’ readers, that do multi-protocol and multi-
frequency (active/passive, as well as HF/UHF), but you still need to capture the waves. So
tag antenna design is king, and reader antenna design is queen in considering the system
that you purchase. These issues can be addressed in your pilots and implementation. Con-
sultants and labs who know their stuff can help you work through these issues.™

DEALING WITH ENVIRONMENTS AND THE IMPACT OF PHYSICAL PROPERTIES

All physical properties have some impact on RF waves and therefore the accuracy of the
signal. Let’s cover a few more definitions before delving into this area.

Diffraction—property of wave motion in which waves spread and bend as they pass
through small openings or around barriers. Diffraction is more pronounced when the open-
ing, or aperture, or the barrier is similar in size or smaller than the wavelength of the incom-
ing wave (like water falling through a sieve). Diffraction is a property of the motion of all
waves. And it can be a good thing. For example, if a radio is turned on in one room, the
sound from the radio can be heard in an adjacent room even from around a doorway.
Waves, like water, sound, light, etc. will fill the space they are in. This is what gives RFID
an advantage over barcodes.

% See RFID Technology Series:
http://www.chainlinkresearch.com/cart/prodinfo.cfm?quid=B037315B-C974-F1B5-885E-E8894C4F43E6
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Reflection—Here the wave “bounces off” the surface it comes in contact with. In particular,
radio waves are reflected off metal. Reflected waves from passive tags that return to the
source generally have a weaker signal or a signal that may be out of phase. (Active tags
tend not to have this problem). So tuning and environmental tag orientation are critical to
mitigate reflection and ensure accurate reads.

Diffraction and reflection have been huge hurdles to overcome in using UHF and other fre-
quencies, because with people and things constantly in motion, the effects of diffraction and
reflection can be unpredictable. They can not only cause a tag to fail to return a full string of
data, but they also can create interference in the environment for other devices, as well.

Absorption—Certain materials, such as water, absorb radio waves, resulting in a loss of
energy and signal strength. This occurs generally due to the contact of the wave with a
physical property that creates an interaction between the material and the wave. All you
need to know is that some materials, like a sponge and water, absorb the energy. Different
materials have different effects on radio signals. Some materials will detune, like cardboard
and metal, and human beings."® Plastics and liquids tend to absorb, and metals tend to re-
flect. Table 6, next page: Physical Properties and RFID highlights the basic thinking on this.

High Population Density

Lots of devices, readers, tags and
other wireless devices can interfere
with the signals. When trying to iso-
late one item, high population areas
can present quite a challenge. Tech-
nologies have been developed that
allow readers and tags to operate in
dense reader mode as well as other
algorithms to sort through bad reads,
duplicate reads, etc. These can be
part of the reader hardware or the soft-
ware that manages the readers.

The actual physical properties of your tagged items can also have an impact on clarity of
signal and therefore what frequency and what antennas you use. Challenges to reading
include reflection, absorption, interference and ambience. There are techniques that can
sometimes be used to mitigate the effects.

© ChainLink Research, June 2006 ALL RIGHTS RESERVED
Page 29



RFID Hardware: What You Must Know

Frequency 125-135 KHz 13.56 MHz 900-915 MHz 2.4GHz
LF HF UHF EHF-Microwave
Range < 3ft < 1ft 30ft 30ft
Water Very Good good ok Poor
Metal Good poor Poor (requires good
unigue antennae)
Paper Ok - but absorbs good good good
signal
Plastic Good good Good (but detunes | Good (but detunes
in far field) in far field)
Animals/ Good detunes detunes good
Humans

Table 6: Physical Properties and RFID

There are a lot of charts like this out in the market. None of the comments here are abso-
lutes. Many materials and surfaces detune, absorb or reflect waves. Poor performance and
detuning can sometimes be mitigated by using isolation, insulation, or barriers between the
tag and the item. But frequently this is not possible if you need a really flush packaging sur-
face.

So let’s look a bit more at the effects of specific physical properties:

Metal: Reflects waves, and that can cause waves to cancel each other out. Some-
times the solution is to put a barrier between the tag and the object that’s tagged.
Metal is also a conductor of electricity, remember. So you might be able to leverage
off the material in some way, using the metal properties as part of the antenna to
use a UHF tag.

Water: Absorbs radio waves. And it turns out that the lower the frequency the less
it absorbs, and the higher the frequency the more it absorbs. And that's why UHF
doesn’t work as well with water as HF does. The US government has communi-
cated via radio waves with submarines thousands of feet below the water by using
Extremely Low Frequencies (ELF)'in the 30-300 Hz (that's Hz, not kHz!). So
we’re able to get radio waves through thousands of feet of water. These are very
low frequencies, with huge antenna—we don’t expect your application to fit into this
category.'®

15 To transmit at these extremely low frequencies, the antennas used can be 15-30 miles long.

16 Outside your facility this is regulated by FCC, so don’t get too clever.
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Back to day-to-day applications. If you are using passive tags on products that are
liquid, 125 kHz and 13.56 MHz are frequencies that tend to work better than the
higher frequency passive tags. Active technology—the power thing, again, such as
433 MHz active tags—works well with liquids. It is used today in applications such
as returnable tote and asset tracking. Active is viable to many liquid applications—
hazardous chemicals, high value pharmaceuticals, high value cylinders and tanks,
and other products with high water content (fish, etc.)

Paper: Many people think there is smooth sailing with paper. But, paper does im-
pact the radio waves by absorption. And it does detune the antenna a bit. Think
about the density of cartons of paper, or huge rolls of paper! It does detune.
Again, these issues can be mitigated with some research on your part for the best
solution.

New materials have been developed to mitigate these effects—these can be applied to the
tag by your tag converter, as a barrier between the tag and the item. Also, as we have said,
antennas are being developed to deal with the issues associated with physical properties.
Working through the issues in a pilot prototype will allow you to determine the right strategy
for you.

Label Placement — Boon or Bane

A lot has been learned about the importance of label placement on packaging to minimize
detuning. For example, people know the challenges of liquids and RFID. Yet, bottles with
narrow necks, when placed in cartons for shipping, create plenty of air space at the top of
the carton. Water impacts can be mitigated by placing the label at this end. Another exam-
ple would be a box filled with soup cans. If the label goes on the box right over the spot
where the round can touches the box, huge detuning occurs, and read distances decrease.
But if the label placement is between where the cans touch the box, there is less detuning
and better read distances.

CHALLENGES OF READERS

Let’s focus on the reader for a moment. Readers have two basic elements—they can be
read-only readers—fairly dumb—but subsequently fairly cheap. And then there are read/
write readers. (Also called encoders). They can write EPC codes and other information on
the tags as well as perform other types of business functions.
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Readers can be mobile or fixed—mounted in walls," floors, ceilings, on forklifts, etc. When
considering the purchase of readers, think about not only multi-purpose readers, barcode
and RFID, but also multi-application mobile devices (pocket PC, Blackberries, Palms and
cells, Nokia phones, etc.). Consider also the readers’ suitability with unique programmable
applications, wide ranges of read capabilities, and wireless and/or satellite communications.

Readers emit and receive waves. The front end converts the RF wave—analog signals—to
digital. There are common hardware modules on the market that reader manufacturers em-
bed in their devices. The back end of the reader communicates with other systems—
wirelessly or wired (RS232 ports, Ethernet ports or wireless chips). The key is to procure
modules that are software-upgradeable and can be upgraded from your network. Once you
get a large population of readers spread across the globe (and with active tags, this can be
true, too), the concept of physically finding and upgrading each unit becomes untenable.

There are several challenges that must be met in designing readers that will operate suc-
cessfully in a myriad of environments. The key is signal clarity. This problem is complex
and has to do with high-traffic environments which produce interference, collision of signals,
ambient noise, as well as range issues, to which waves are heir.

Range and signal can frequently be addressed by adding power and by adding more appro-
priately placed devices into the environment. As we mentioned earlier, there are limitations
on how much power you can apply, so thinking through the combination of orientation,
power, number and kinds of devices can make a huge difference. But there are clever ways
of improving your chances of getting clean reads:

e Proper antenna placement (readers can have multiple antennas which can in-
crease signal strength and stabilize your signal)

e Sensors can provide directionality

e More readers can provide greater range and intelligence

Software is the key, here. Software plays a huge role in the RFID world—both at the reader
and middleware level. If a signal is weak or interrupted, or there is a collision or other inter-
ference, the software can fill the gaps and surmise what the data should be. At least it can
tell you, ‘Sorry, | didn’t get that; please try again;’ or ‘| read 6; weren’t you expecting 87’
Readers, however, are not mind readers, and cannot maintain process velocity and accu-
racy unless great care is taken while the system is designed.

A lot has been learned about tag collision on item-level passive tags. Different systems
have been invented to isolate individual tags; the system used may vary by vendor. The
terms you hear are working in dense reader mode; listen before talk; and sharing the wave

7 Will have RS232 ports, and/or Ethernet ports, generally, to connect to other computers or to the internet.
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through gap pulsing (very common technique used in wireless and Telco,'®etc.). These are
software solutions. Reducing power in areas where and when you don’t want to read,
sleeping and waking up, through the use of sign posts (hardware solutions) are all methods
that should be examined. Doing site assessment is key here, since you can also tamper
with your physical environment by creating isolation portals, etc.

Security is key—readers get lost and stolen a lot! So readers should be bought with both
local security and network security, or RFID or wireless device management software that
can authenticate devices joining (or leaving) your network."®

Deploying readers into the work environment needs to be thought through. FCC regulations
also apply to devices with power, and there are standards for these. In addition, any power
or wireless devices that might operate in airports (FCC approval needed), hospitals (FDA
approval needed), ports, and within your factory should be reviewed for the impact they
have on the environment—and the environment has on them.

The more software you put on your reader, the slower it will perform, although your perform-
ance criteria may not be heavy enough to perceive this performance degradation. All the
vendors have performance data—from their labs. But you, need we say this again, need to
test these products in your environment in heavy use before you buy a large quantity.

Readers also come with various antenna options. You will see their specs with circular or
linear polarization. Antennas can be cabled to devices, so these antennas can be strategi-
cally placed to optimize reads.

One other thought on readers, since they tend to be hefty on logic (and price)—looking for
readers that are multi-purpose and will be useful with the next generation of standards® on

the horizon would be a smart purchasing move.

There is always much more to say, but let's move on.

18 “When the reader recognizes that tag collision has taken place, it sends a special signal ( a “gap pulse”). Upon

receiving this signal, each tag consults a random number counter to determine the interval to wait before sending
its data. Since each tag gets a unique number interval, the tags send their data at different times.” Source: AIM

19 Security at the tag, reader, or network level, that is.

20 Gen 1, 2, and 3 as well as ISO 18000 6b, 6c, etc. for Passive UHF. Globally, as we discussed earlier, the other
LF and HF operate in the less ambiguous environments. FCC regulations also apply for devices with power.
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Selecting the Right Solution—What do | Use?

Intelligence
GPY Satellite

Cellular

Activg RFID

in NETr Field

Figure 15: Range and Intelligence

THE 3Pe IS THE SOLUTION

3Pe rules in RFID. That is, you need to define what are the Process, the Policy, and the
Performance objectives that determine which enabler is selected. | know that all you techie
types want to have a raging debate on UHF vs. LF. But if Wal-Mart says UHF, that debate
is over.?’ That is Policy! Your question then becomes how do we do this? How and where
will the technology be used? What data can we gain from new data collection or identity
points? Who can use the data? That is Process. And Performance—what kind of out-
comes do we need? What are the real goals of the project? How far can we leverage our
investment??? How can it enrich, modify and create new processes for my business?

Since we have already discussed a bit about how we do this, with various antennas, read-
ers, and materials, let’s delve into the process.

2 How to implement UHF

22 | ook for the article “RFID—Yes, There is Real Value” in our November 2006 Parallax View online magazine.
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RFID-ENABLED PROCESSES

RFID has many unique properties that can help enable a myriad of process improvements.
Instrumentation from location to location needs to be in place if your expectation is that

RFID will provide an end-to-end value. For many applications, this is a huge issue as well
as a large marketing opportunity. RFID readers may not be in place across the entire sup-
ply chain. In addition, we need to think about field application and remote implementation.

One concept that has taken hold in RFID is the concept of closed loop or open loop imple-
mentations. (Figure 16, below.) The concept is quite simple. Open Loop is when the prod-
uct (and therefore the tag) leaves you, never to be seen again (not really a loop). Cartons
with consumables or salable items are such examples. Closed Loop is when the convey-
ance, or package or item comes back to you. Totes, pallets, containers, vehicles, repairable
units, assets that need to be tracked, fast lanes, etc. are all examples of Closed Loop appli-
cations.

Different RFID Solutions- Closed Loop/Open Loop

Compliance Closed Loop Open Solution

8 s g oR
| & g ¢

Stand-alone solution within the

Solution four walls of a facility Routing back to you Across the Chain
Benefits Keeping Customers ROI within the enterprise Shared values-Global Thinking
Examples Slap and Ship Yard, Milk Runs, Maintenance el E g @ geess

through the supply chain

Figure 16: Closed Loop vs. Open Loop

Now we will make one more distinction in these standard definitions, and that is the issue of
compliance. Compliance applications have a very small range of choice in the solution.
This minimal approach (compliance) is where many firms are right now. So, your selection
of technology can be very basic—standard industry tags (we hope) with enough technology
to apply the tag and confirm that it is real and ready to ship. This is the so-called slap and
ship approach. This is an Open Loop implementation that satisfies the needs of a buyer
who seeks compliance only. Compliance does not address the upstream instrumentation of
the supply chain.
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Open Loop can have more profound goals, as we are seeing in the brand protection / ePedi-
gree efforts within the Pharmaceutical industry. What and how will the shipments and prod-
ucts be read across the chain? What cross-reference or validation systems will be put in
place? How will it be read? How will the data be read? What are the environmental factors
that might impact the tag’s condition (e.g. harsh environments, or interference)?

An advantage of a Closed Loop system is that usually you are not constrained by having to
make it work in myriad trading partner environments. Although you are probably still send-
ing out your item, it's usually going to a known or planned destination, and then back to you.

Asset tracking can be loosely called Closed Loop, as well. In fact, one of the benefits of
RFID is finding things that go astray. So the environment in which tags find themselves may
not be what you expected (i.e., you may not have control of the destination environment).
Here GPS can make a big difference.?

Closed Environment Open Environment

Multi-use Tags re-used within one organiza- | Tags re-used across multiple trad-
tion. e.g. Tags on materials or ing partners.
totes within a manufacturing plant.
Or tracking totes between a re- Low cost per use, but need to face
tailer's own DC and stores. (Milk challenges of making them work
runs). Low cost per use and can across many trading partners with
be made highly reliable because less predictable environments and
of degree of control over all as- instrumentation.

pects of the implementation.

Tags on pallets or containers.

1-time use 1-time use, within one organiza- 1-time use, across multiple trading
tion. e.g. Tesco’s tags on game partners. i.e., follows the process
DVDs as they come into the back | and is then disposed of such as
of the store. The infamous EAS Wal-Mart, DoD — Tag cost must
tag. be very low or the payoff high,
because of 1-time use.

Table 7: Tag Usage

B Complimentary solutions like GPS, RTLS, wireless mesh networks and other approaches can work with RFID to
provide physical security solutions.
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The nuances and variables in the process are endless, and over time the active vs. passive
issues will blur a bit too, as passive techniques get better and active gets cheaper. These
are factors to consider as you think about your approach.

With that, let’s look at some of the issues of active vs. passive in your decision-making.

ACTIVE VS. PASSIVE TAGS

All the noise lately has been about the passive technologies. With the promise of ultra-low
cost, they certainly do represent an attempt at an ubiquitous solution. Active technologies
provide you with a range of visibility and data-rich devices that can be used over a lifetime.
They also have a proven ROl in the Closed Loop application areas where they have been in
use for many years. But like all good things, they come with some challenges.

BEWARE OF COMMON RFID MYTHS

Myth: Passive Tags are Cheaper

Conversations and terms about pricing have entered the market that we think are a
bit erroneous.

Firstly, we think that it is misleading to call active expensive and passive cheap. The
sensible way to think about cost is cost-per-use, rather than cost-per-tag. Users
need to think about—always—the application for which they intend to use RFID.
Returnable totes, reusable or Closed Loop applications, tracking high value items
and asset management, and locating items in environments that are out of range,
all are active uses for active technology! My $5 transponder has been on my auto
for over 7 years, and if measured in price for use, is quite cheap. (And if | was
measuring my supply chain velocity, | would have had a significant Cost/Benefit re-
turn in the first year!) So in this case, the cost-per-use is very low, not because it's
passive or active, but because it is reused hundreds or thousands of times.

Myth: Passive tags will be cheaper—soon

If you look at the drivers that roll-up into the cost of creating a tag, you'll see that
there are, as in many products, an extraordinary amount of value-added steps in-
volved. They cross many enterprises: from design, to chip manufacturing, to as-
sembly, and at each step the cost of handling, transportation etc. adds to the total
manufacturing cost.
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In addition, much is made of the ultimate reduction in the price of passive tags as
semiconductor manufacturers reach some kind of scale. However, for years we
have discussed this issue with organizations such as SIA, who have repeatedly told
us that RFID tags, even at mass deployment, do not even make 1% of the total
market for the semiconductor business. In other words, the myth is that Moore’s
law says tag cost will come down by 50% every year or two. The problem is that
Moore’s law only applies to the semiconductor, not to all of the other elements, and
steps in creating a tag (e.g. antenna, attachment, testing, label, adhesive, etc.) All
those other components typically go down in cost at a much slower rate, unless
there is a major technological breakthrough. Until we see those breakthroughs (e.g.
printed tags), even as semi-conductor prices fall, the non-semiconductor compo-
nents of the tag will become an increasingly larger portion of the tag cost.

Having said that, if people keep their designs on smarter and smarter passive tags
controlled, the chip price will inevitability come down somewhat.?*

But, if you look at the basic evolution from the beginning, Sensitech’s and Check-
point’s one bit tags, to the current Gen 2 96 bit (byte) tags, the compounding of in-
telligence on the tag (we think that is a good thing, by the way), tells a story for—NO
5-CENT TAG—not a Gen 2 or Gen 3 tag, at least.

Myth: Passive tags are not reusable

Again, a hilarious myth. It’s all in the packaging, which you know about now.
Ruggedized tags can be housed in material such as plastic, for example. Certain
material used for inlays and packaging can withstand very high temperatures and
harsh chemicals.

Myth: Items only use passive tags, not active tags

Another frustrating myth is that all item tagging will be addressed passively. Again,
this might be true for tooth paste, but think about other items. Computers, Gucci
handbags, Louis Vuitton luggage, art work, auto parts. Think about expensive
cheeses,? wine, fresh items, or large economy packs of certain food items. Medi-
cal equipment items—and we really want to find these when we need them! These
items can range from $10 to millions of dollars. The value of the item, or more im-
portantly, the process it enables, places a high value on rapid identification and lo-
cation, so an active tag might be the solution.

2 Do the math. A single semi-conductor fab today costs about $2.5B to build. At the much ballyhooed 5 cent tag
cost (finished/tested/delivered) assuming the chip accounts for 1/2 of that cost, one single fab needs to sell 100
billion tags just to cover the capital cost of the fab—that’s 100 billion, not 100 million!

25 .
Sensors plus active tag.
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Myth: RFID cannot be used in the home, no home market for RFID

Some people limit their thinking about the use of RFID in the home to “reading item-
level retail tags”. In fact there are many innovative uses for RFID being explored.
Here again, most homes are alive with expensive reusable assets. As for your
reader—most homes have cell phones. Think of your cell phone, PDA, your free
wifi device, or even set-top box as a potential RFID reader. The features come free:
remember the camera, or the MP3 player, on your cell phone? We are already
seeing RFID readers embedded in toys, stoves, and other home devices. And
world-wide, with our aging population, the clinical environment is moving into the
home, with home healthcare, medical devices, and monitoring equipment.zs Any-
one who has found themselves with on-going patient care in the home can attest to
the need for real-time information and monitoring.

And we do want to track our kids, don’'t we! | think this drives home the point.

% Read ChainLink Report: RFID in Clinical Settings:

http://www.chainlinkresearch.com/research/detail.cfm?guid=B02F1909-A043-31A8-1887-8DF7BBBF2A88
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Standards vs. Mandates vs. Good Ideas

The call to action on RFID—in particular passive—has been based on mandates to the sup-
ply base by Wal-Mart and the DoD. However, RFID had been a growing, albeit slowly, mar-
ket long before the “big bang” of mandates, because of its powerful properties and potential
for ROI and usefulness in specific applications.

Many industries have been grappling with a few key issues that have caused various gov-
ernment, trade, and industry groups to focus on evaluating and then standardizing, where
appropriate, on data, frequency and other factors.

It is important to note that beyond your customer mandating the use of this technology, at
this time there are no other mandates or legislation imposing an implementation of RFID.

Although discussions have taken place in the very many types of organization we men-
tioned above (FDA, Homeland Security), and these organizations recently have come out in
‘support’ of RFID as an enabler to achieve their goals, it would be erroneous to justify your
decision to purchase and implement RFID by claiming that its use is regulated or legislated.

‘ Both the FDA and the Department of Home-
land Security have looked at RFID, and con-
tinue to have working groups and pilots fo-
cused on the topic. They see RFID as a
valid enabler for achieving a digital tracking

Middleware |

7Y record to support acts and laws passed over
: the last few years.?” Currently Homeland
Security is supporting pilots in RFID, but
Tags/Labels (Active & Passive) ‘ again, there is no legislation dictating its use.
(See list of organizations and their regulating
authority and interests in Appendix A.)

Business Applications

Network ‘

Interrogators, Readers, Wireless Routers ‘

Chips, Batteries, Antennas, ... ‘

Figure 17

Industry groups, though, have been very active in ensuring cross-enterprise consensus on
the use of the technology and data standards. These efforts have been on-going since the
birth of EDI and the barcode, so RFID is part of the evolutionary thinking here. Whether
Aerospace-AlTA, Auto-AlAG, AIM, or HDMA-Healthcare (to name a few), beyond EPC
Global/GS1 and IS0, they all created working groups to address these issues. Your use of
RFID, then, needs to look at a cross-section of guidelines and mandates—by industry, cus-
tomer, and geography—to determine what solutions you will use. It is a huge concern for
developers and users of the technology that frequency and power regulations, as well as
data-naming guidelines, are becoming standardized.

2 Public Health Security and Bioterrorism Preparedness and Response Act of 2002

(Title I, Subtitle a Protection of Food Supply)
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RFID TRANSMISSION REQUIREMENTS

Frequency choices and other regulations are the domains of governments. Any device that
emits a signal is regulated by the national or geographical governing body (for example, EU)
in that part of the world. So, whatever solution you consider, you may have to span across
several national borders and, therefore, you may need to consider slight alterations in your
game plan.

US / Canada EU Countries Japan

125 KHz <15 KHz> 125 KHZ <15 KHz> 125 KHZ <15 KHz>
13.56 MHz <14 KHz> 13.56 MHz <14 kKHz>  13.56 MHz <14 KHz>
315 MHz <.3 MHz>
3 418 MHz <25 KHz>
433 MHz <1.74 MHz> 433 MHz 426 MHz

915 MHz <26 MHz> 868 MHZz <3.0 MHz> 953 MHz <6 MHz>
2.45 GHz <g2.5 MHz>  2.45 GHz <235 MHz> 2.45 GHz <82.5 MHz>
5.8 GHz <125 MHz> 5.8 GHz <125 MHz> 5.8 GHz <125 MHz>

Table 8: Radio Frequency Regulation

Radio Frequency Regulation

In the US, the Federal Communications Commission (FCC) regulates emissions. The EU
has its own, as do Japan and China. All have unique standards and organizations that pro-
vide regulations. (See Appendix A for list of these organizations.) Why do we regulate radio
waves? To ensure reliable communication.

There are three aspects to regulation:

1. Licensed bands: For most frequencies, you need a license to transmit. All the
major transmitters—the AM and FM radio stations and the TV stations, police,
fire, and military each get their own band within a specific geography (in the
case of a radio or TV station that is defined by the location of their transmitting
tower and the maximum power they are licensed to ’[ransmit).28 Amateur radio
buffs also can get a license to operate at designated frequencies.

2 You may have heard some of them bragging “transmitting at 50,000 watts of power.”
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2. Unlicensed bands (also know as ISM or Industrial, Scientific and Medical
bands): These are selected frequencies set aside for unlicensed use. These
don’t require a broadcast license as long as you transmit below a certain level
(e.g. 4 watts for the UHF band in US, 2 watts for UHF in EU). These are the
bands used by RFID.

3. EMI Emission regulation: Anyone who makes equipment that emits electro-
magnetic noise (computers, medical equipment, fluorescent lamps, TVs, micro-
wave ovens) that might interfere with communications, must pass FCC, EU,
FDA and other regional regulatory
tests certifying that the device emis-
sions are below the levels allowed 3
across the radio spectrum. You will
see on the back of your cell phone, for
example, an FCC ID. Each ‘carrier’ is
limited to a certain power level. This
prevents interference, reduces noise
and impact on living organisms.

Resolution of regulations

The trouble is that today regulations are on a national level. Although there are some
agreements between countries, sometimes it's regional, like the EU. But, you do get differ-
ent bands and different standards for US and Europe and Japan. Gradually we’re moving
towards some global accommodation, since people realize that it's an issue. Butit's very
difficult when a company or a nation has a large investment in an infrastructure that is all
built up to support a certain set of frequencies. They can’t just throw all that away and move
to a different set of frequencies.
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RFID BANDS — WORLDWIDE REGULATIONS

If you look at how the bands around the world are regulated, there’s actually harmony at the
125 kHz, 13.56 MHz, 2.45 GHz and 5.8 GHz level. But for UHF tags, there is a difference in
the US, EU, and Japanese bands. Therefore, if your company needs to use tags worldwide,
it can help to use wide band tags instead of tags that were designed for use with a specific
UHF frequency (like 915 MHz).

800 g50 o0 815 650 1000
Fraguency

Figure 18: Wide Band

The term Wide Band ? refers to UHF RFID devices designed to work across all of the UHF
bands internationally (Figure 18, above). A shipper or firm that has product that is likely to
cross major geographic boundaries needs to ensure that the technology they use can make
the trip and still be usable. Many of today’s RFID providers have created solutions that work
adequately from, say, EU to US, by creating an antenna that can work in the UHF range
from about 860 MHz to 960 MHz for UHF.

TAKING A TOTAL SYSTEMS APPROACH

If you are not under mandates, you have some flexibility in designing the right solution, both
within your enterprise and also across the entire inter-enterprise supply chain.

We have heard many narrowing statements about how to think about RFID, but the reality
is, there are a plethora of applications, uses, and technologies that work in tandem with it—
and we are just getting started.

2 Not to be confused with Ultra-Wide Band. This is a totally different concept.
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The RFID tags and readers must be selected based not only on the factors we have dis-
cussed above (and we are sure there are more), but also on the business objectives. For
example, a logistics solution vs. a patient care solution will require unique designs, unique
integrations with IT systems, and unique data collection.

Also, the tag that you think is right for your
environment (yard, farm, warehouse) may
be dissonant with the end-use or destina-
tion environment and the distribution chan-
nels along the way. So a total approach—
not just tags and reader coordination, but
business application, geopolitical locations,
as well as end-to-end application—should
be considered.*

There is so much more to learn and talk
about—but for now, let’'s move forward and look at the technology market!

% For further reading on end-user vertical applications:
http://www.chainlinkresearch.com/research/index.cfm?topic=48
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Considerations Before Buying Technology

So, now you know that there are some key points you have to discuss with your technology
provider about the specific system you will need: frequencies, antenna design, and field
shape and range.

Just quickly, we would like to put in context the whole RFID solution. Tags, readers, wire-
less devices and routers do not exist in a vacuum. The point is that they have to transmit
data to business applications of all types. As the population of devices grows, so does the
software market for reader management, middleware, and a variety of applications that use
the data. In a subsequent report we will look at the rest of the stack and how this all fits to-
gether to create a total solution.

Now let’s take a look at the RFID Hardware market.

Our purpose in this report is not to discuss market size and share. Our fellow market re-
search firms can do this for you. However, the hardware revenue for RFID grows at a
steady rate. But innovation has grown at a much greater rate. In the last two years, signifi-
cant changes have occurred in the market. As more people have learned how to work with
RFID, it has created lots of new elements, innovations, and players. If you are a provider,
you have a few key partnership choices with firms who can supply chips, IC, printed circuit
boards, programmable logic units, or complete devices waiting for your customization. You
also have more retail partnerships and channels through which to sell your product. It is
assumed that vendors will have labs to work in to test final solutions for their clients. Cau-
tion to end-users, though: the lab does not look like your environment—so you need a real
life test which has the scale, velocity and the people who will actually operate the system.

What is exciting in this market is the current level of learning. Adoption of RFID has been
slowed in the past because a whole industry—both the vendors and the end-users—had to
learn together how to make this work. This is actually typical in technology markets with the
early adopter paving the way. Slower than expected growth last year should not be taken
as a signal of poor potential, because learning, as well as the finalization of ‘the standards,’
came a bit slower than expected. That said, the standard is agreed upon,*' the chips are
there, (with ever new antennas), the readers are there, and now it is time to learn and pick
an adoption approach appropriate for your firm.

The sheer volume of suppliers, even with minimal end-user intentions, creates a nice envi-
ronment for growth. And the competition for your business has created a plethora of ‘get
started kits’ and methods for the novice user.

3 Gen 2, plus Chinese cooperation, as well as the learning on wide band to make things in Europe that will work in
the US. But clearly more has to be done here. 1SO 180000-6C, to compliment Gen 2, is expected soon.
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RFID devices, like most electronics, are made in a series of steps across a chain of value-
adding steps. We have now educated you enough for you to be able to make some assess-
ments, even if you are buying directly from a ‘converter,” printer company, or consultant.
You must understand that you need to know what is required at each stage to meet your
own business requirements (Figure 19, below ). At the right end of the chain, you will gen-
erally work with converter, reader, and printer companies for your solution. But this is not
always the case. Many chip makers also have standard products that can be sold directly to

your firm.
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Figure 19: The Tag Supply Chain

We will align the technology firms along this continuum so you can select the right solution
provider or partnership (if you are developing solutions). The charts that follow will address:

RFID Technology Firms aligned by their position in the Value Chain

RFID Hardware Market—how they got there—many firms come to RFID
through other capabilities, of which RFID is a logical extension

RFID Overview

RFID Technology and Products by firm—Tags, Readers and Frequencies
RFID by Business Application/Solutions

RFID by Industry
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RFID Hardware: What You Must Know

RFID Market—How They Got There

If you think about the ‘charter’ of RFID use—sensing, identifying, and communicating infor-
mation, you can understand the rich market of players who are offering RFID solutions.

We like to use the term Primary Positioning, since many players are in a variety of solutions
areas. (Figure 20, below.)

RFID Hardwar
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Figure 20: RFID Providers—Primary Positioning

The reality is that firms like Intermec have been in the device and data collection business
for a very long time. RFID just adds more goodies to sell. Cisco rapidly got the message
that messaging would not just be data, but would also be voice, video, and RF, and ex-
panded their product line, not just functionally, but expanded the size and range of their de-
vices to deal with the ubiquitous use of RF, wireless access points, etc. Transcor has been
in Transportation and has moved into consumables.
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Control and monitoring application have already been visible for a long time. And this gives
them more elements to sell. Firms like Omron, Siemens and/or Rockwell, Honeywell and
Tyco apply here.

Medical device providers, who are responsible
for constant monitoring, accuracy of equipment,
etc., make great candidates for RFID. So, the
complete solution for end-to-end monitoring of
processes, patients, or product for its lifetime, is
available from multiple providers.

At the other spectrum, the paper and packaging
industries are having a ‘springtime’ of explora-
tion. They are figuring out how they can supple-
ment and expand their product offerings. Induc-
tive inks blended into gravure paper processes,
for security applications, or simple ID applications.
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Conclusions:

RFID is as much art as science, and there is a lot to learn. RFID can be finicky—though it
can be mastered—so you need to take several key factors into account before singing up:

e Run a pilot—try before you buy.

e Look at your environmental factors—not only in your facilities, but across the
Process.

e Get your trading partners involved. If you are sharing a process, RFID has to
work for everyone.

e Consider building your own little lab. This is not expensive, and if you are going
to use RFID for many activities, you will want to build up the knowledge of RFID
in your organization.

o Knowledge—take some classes. Learn to work with RFID. You will increase
your confidence and unlock your creative side in hands-on experience with
RFID.

There are sometimes stormy seas and
unpredictable gales that nature whips
up. The seasoned sailor learns to un-
derstand the waves. The great surfer
sees those particularly tough waves as
an advantage, in fact! All analogies
aside, nature has provided a fascinat-
ing vehicle for us to be able to see,
find, and communicate. There is tre-
mendous value to be had from learn-
ing to master these waves.

Happy sailing!
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Appendix A: Standards

REGULATORY AGENCIES:

These agencies regulate the use of RF waves and power:

FDA — (Food and Drug Administration) — Provides guidelines and regulates RFID
emissions pertaining to food and drugs, as well as consumer electronics like cell
phones.

FCC — (Federal Communication Commission) — Regulates the use of the full RF fre-
quency spectrum. Grants licenses to use specific frequency bands within specific geo-
graphic areas.

FTC — (Federal Trade Commission) — Ultra high band broadcasting

EPA — (Environmental Protection Agency) — Emission ‘standards’

FAA — (Federal Aviation Administration) — Wireless Broadcast of Aviation Signals
USDA — (US Dept. of Agriculture) — Live animals as well as ‘food stuff’

This sets policy for: avoidance (interference, poor trade); maintaining security; enhancing/improving
economy, health etc.); protecting and defending, etc.

ENABLERS

These review and advise and use RFID, or create guidelines and legislation that can indi-
cate the use of technology to enable policies

FDA — (Food and Drug Admin.)

DHS — (Dept, of Homeland Security), Customs
CIA — (Central Intelligence Agency)

US Department of State

These organizations see technology as a way to achieve their policy charter.
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STANDARDS SPECIFIC TO RFID USE

ISO — (International Standards Organization)

EPC — (Electronic Product Code)

AIM — (Global Assoc. for Automatic ID and Mobility)

INDUSTRY ASSOCIATIONS

HDMA — (Healthcare Data Mgt Assoc.)

GMA — (Grocery Manufacturers Assoc.)

AIAG — (Automotive Industry Action Group)

ATA — (American Transportation Association)

These Industry Associations gain consensus on data and business practices

KNOWING THE DIFFERENCE IS CRITICAL TO YOUR ROI
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Appendix B: Tables of Survey Results

1. RFID Technology Firms aligned by their position in the Value Chain—pages 54—56
2. RFID technology and products by firm - Tags, Readers and Frequencies—page 57
3. RFID customization capabilities, by firm—pages 58—60

4. RFID business application/Solutions, by firm—page 61

5. RFID firms by Industry—page 62

6. RFID Vendors Overview—pages 63—89
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(1 of 3)

In

in the Value Cha
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RFID Hardware: What You Must Know

2. RFID technology and products by firm - Tags, Readers and Frequencies

Company

ACC Systems Inc.

Adaptive RFID, Inc.
AeroScout

Alien Technology

Allaura, Inc.

Arnlea Systems Limited

ASK

Atmel Corp.

AVANTE International Technology, Inc.
Avery Dennison Printer Systems
Blue Vector Systems
BlueBean LLC

CAEN RFID

Catalyst International
Checkpoint Systems, Inc

EM Microelectronic
Enterprise Information Systems, Inc.
iControl, Inc.

IDENTEC SOLUTIONS, Inc.
InfoChip Systems Inc.
INKODE International
Intermec Technologies, Inc.
International Business Machines Corporation
iPico Identification (Pty) Ltd
KSW Microtec AG

Lowry Computer Products
LXE Inc.

Lyngsoe Systems

Magellan Technology Pty Ltd
MARKEM Corporation
OMNIKEY GmbH

Omron RFID

Parco Wireless

Paxar Corp.

PLITEK

Power Paper, PowerlD Division
Precision Dynamics Corporation
Printronix, Inc.

Quest Solutions, Inc.
Repacorp Label Products

RF Code, Inc.

RFID, Inc.
RFIDSupplyChain.com

RSI ID Technologies
SAMSys Technologies Inc.
SATO America

Savi Technology

SecuriCode Limited
SkyeTek, Inc.

SmartCode Corp.

SOKYMAT
STMicroelectronics

Symbol Technologies
TagSense, Inc.

TAGSYS

ThingMagiC, Inc.

TransCore

UPM Raflatac

Wavetrend (UK) Ltd

Weber Marking Systems, Inc.
WhereNet

Xterprise Incorporated

Zebra Technologies
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T R LF HF 433 UHF 24 303 MHz, 952-954 MHz
TR UHF
TR 24
TR UHF 24 950 MHz tags for Japan
TR LF HF 433 UHF 24 58
TR LF HF 433 UHF
TR HF UHF
TR LF HF
TR HF 433 UHF 24
T P UHF Partnership
TR UHF
TR UHF
P
TR HF UHF
TR -
TR HF UHF 24 58
T R 433 2.4 ZigBee
T R Active
TR LF HF
TR 24.125 - 66 GHz
TR UHF
P
UHF Dual Frequency, http://www.ipico.co.za/news
TR HF UHF
TR HF UHF
TR LF HF 433 UHF Unique combination of 125 KHz and 433MHz
HF
P
T Chips and Materials
TR LF HF UHF 24
TR HF UHF 24 538
TR HF UHF
TR HF UHF
TR 865-956 MHz
TR HF
P
TR LF HF 433 UHF
TR HF UHF
TR 433
TR LF HF 433 148 KHz
TR UHF
TR LF HF UHF 24
P HF UHF
TR LF 433
TR 24
TR HF 433 UHF 24
TR LF HF UHF
TR HF UHF
UHF
T R UHF 24 chipless tags (HF and microwave)
TR HF UHF
TR UHF 24
TR HF UHF
TR 433 UHF
TR UHF
TR 24
TR UHF 24
P HF UHF
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RFID Hardware: What You Must Know

3. RFID customization capabilities, by firm (1 of 3)

Company Custom Designed Tags Custom Designed Readers

ACC Systems Inc. YES NO

Adaptive RFID, Inc. We work with converter partners to provide N/A

custom labels and tags.
AeroScout — —
Alien Technology Alien works with a variety of converter partners Yes.
to deliver many different form factors of RFID
tags to the marketplace, including on-pitch
labels, thermally-printable labels, baggage
tags, smart labels, plastic-encased tags,
apparel labels, smartcards, etc. Custom
designs are available through many of these
Allaura, Inc. Potted off-set for metal and heavy duty use.

Arnlea Systems No No
ASK Yes we do. They can adapt to various sizes Yes, also depending on application
and form factors depending on the required (materials and standards)

Atmel Corp. Transponder (antenna plus chip). Transponder (antenna plus chip)
AVANTE YES. Any shapes and sizes from 0.5-inch YES. Any shapes and sizes from 0.5-inch
International square or larger. square or larger.

Avery Dennison — —
Printer Systems

Blue Vector Systems N/A N/A
BlueBean LLC We provide custom design through our
CAEN RFID We provide custom UHF tags upon Yes

specifications for any "reasonable" dielectric
Catalyst International — —
Checkpoint Systems, In addition to finished tags for certain markets, Checkpoint understands there is no generic
Inc Checkpoint also provides inlays and business case for RFID and that one tag
engineering and source tagging services to does not fit all applications. For this reason,
support our converter and packaging clients.  Checkpoint has developed an RFID
application test laboratory and source
tagging test laboratory. Here, the company
works with its clients to understand how
RFID can be used to address their business
problems and how it will integrate into their
business and manufacturing process. This
includes new antenna designs, packaging
EM Microelectronic — —
Enterprise Yes - depending on customer requirements. Yes, depending where regular antenna do

Information Systems, Custom designs typically originate from not provide adequate coverage or only offer
Inc. applications where protecting the tag from intermittent performance.
harsh, industrial environments.
iControl, Inc. — —
IDENTEC Yes. Yes.
InfoChip Systems No. No.

INKODE International — —
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3. RFID customization capabilities, by firm (2 of 3)

Company

Custom Designed Tags

RFID Hardware: What You Must Know

Custom Designed Readers

Intermec Yes. Intermec provides tag designs developed

Technologies, Inc.

International
Business Machines
Corporation

iPico Identification
(Pty) Ltd

KSW Microtec AG

Lowry Computer
Products

LXE Inc.
Lyngsoe Systems

Magellan Technology
Pty Ltd

MARKEM
Corporation
OMNIKEY GmbH
Omron RFID

Parco Wireless

Paxar Corp.

PLITEK

in-house, as well as through strategic
partnerships with leading tag developers and
manufacturers from around the world.
Intermec’s Media division has the capability to
convert flexible RFID inlays into smart media
with virtually unlimited form factor, label stock

and adhesive options. These capabilities allow

Intermec to offer a portfolio of RFID tags and
media for a variety of surfaces and materials
and for use in both benign and harsh
environments. Current product offerings
support the EPC Global Generation 2
specification as well as the ISO 18000-6B
international standard.

Yes, various

We offer
- Flip-Chip Assembly

- Wafer Services

- Antenna printing

- Large volume production

If needed by customers, Lowry can provide this
service. Label products are packaged in static-

resistant bags to ensure the safety of the tags
in transit.

We have several designs based on the
application.

NO

Tag designs vary to include small one inch by
one inch asset tags, and wristband type

wearable patient tags, as well as ID badge type

tags. Custom designs are available when
quantities provide suitable metrics.

Yes. We have several types of finished labels
and tags and are continually developing new
ones at customer request. We provide woven
and fabric smart labels and tags, as well as
thermal paper, adhesive backed labels, and
hang tags for garments.

Customizable features include: Custom label
face materials; Custom adhesive systems;
Custom constructions; Fan-fold, roll, piece
delivery format.

Intermec provides tag designs developed in
house, as well as through strategic
partnerships with leading tag developers and
manufacturers from around the world.
Intermec’s Media division has the capability
to convert flexible RFID inlays into smart
media with virtually unlimited form factor,
label stock and adhesive options. These
capabilities allow Intermec to offer a portfolio
of RFID tags and media for a variety of
surfaces and materials and for use in both
benign and harsh environments. Current
product offerings support the EPC Global
Generation 2 specification as well as the
ISO 18000-6B international standard.

We offer:

- Design and printing of HF/UHF antennas
on foil, fabric, paper

- Design and printing of samples and small
volume production

- Printing of crimp and dielectric thicknesses
for condensers for HF/UHF-antennas

We design tags for specific applications.

YES. Application requirements analyzed
and then appropriate inlay designed.

Omron can custom design antennas that
match antenna size and performance for a
specific application. (Quantity requirements
apply.)

Custom designs for antennas are available
when quantities provide suitable metrics.

Yes, through partners.

Through our partners with minimum orders.
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RFID Hardware: What You Must Know

3. RFID customization capabilities, by firm (3 of 3)

Company Custom Designed Tags Custom Designed Readers
Power Paper, Custom design is available for specific materials Custom antenna design is available for
PowerlD Division or applications, pending volumes and pricing. specific materials or applications, pending
volumes and pricing.
Precision Dynamics N/A N/A
Corporation

Printronix, Inc. — —
Quest Solutions, Inc. Capability to prototype short run custom designed Capability to prototype short run custom

tags for customer applications. designed tags for customer applications.
Repacorp Label No No
Products
Reva Systems — —
RF Code, Inc. We offer our tag in a variety of application RF Code can develop application specific
specific packages either directly or through versions of the tag antenna.

partners. We also do customization.
RFID, Inc. Custom deviations of current Tag packages or Yes. What is there to describe?

new designs from ground up, private labeling with
client name/logo in plastic.

RFIDSupplyChain.co We provide custom design through our partners.

m

RSI ID Technologies RSI is able to customize the finished label with RSI does offer custom designs for antennas.

pre-printed information or specialty materials.

SAMSys Technologies — —
Inc.
SATO America SATO will create custom tags/labels for No.
customers needs.
Savi Technology Generally not applicable with active tags, but we Generally not applicable with active tags, but
can customize packaging for specific customer  we can customize packaging for specific

needs. customer needs.
SecuriCode Limited The casings can be customized as necessary, The tag antenna is available as standard
depending on quantity. embedded (up to 10metres range) or whip (up
to 100metres range, special order).
SkyeTek, Inc. — —
SmartCode Corp. Depending on Customer needs. Depending on Customer needs.
SOKYMAT yes. Application or custom specific regarding Yes. With scientific simulation models and

shape, robustness, print, read range, ISO methods.
standards, antenna design.
STMicroelectronics — —
Symbol Technologies Yes. Symbol has a team in place to provide All tag antennas are specially designed to suit
custom design on a case-by-case basis. specific purposes, i.e. to track cardboard
boxes versus plastic containers.

TagSense, Inc. Custom design is available. Antennas are custom designed to meet read
range requirements, form factor, and
application.

TAGSYS Supply inlays, converted and encapsulated tags. N/A

ThingMagiC, Inc.
TransCore Finished design only, but we do custom printing. No

UPM Raflatac In-mould tags. Yes, depending on the volume.
Wavetrend (UK) Ltd We support Customer requests for non-standard We support Customer requests for non-
tags and enclosures. standard Antenna.

Weber Marking Weber provides a wide range of tag designsto  No
Systems, Inc. match end-user requirements.
WhereNet — —
Xterprise Incorporated We provide industry specific tags. We provide industry specific tags.

Zebra Technologies Zebra provides a wide variety of smart label sizes Zebra continues to look into broadening our
and materials for RFID media and can create custom portfolio to include such areas as
custom smart label offering for clients based on  custom design for tag antennas.
their label format requirements.
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4. RFID business application/Solutions, by firm

RFID Hardware: What You Must Know
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ACC SystemsInc. T R Mfg Log
Adaptive RFID, Inc. T R Mfg Qua Log Sal Svc Sto
AeroScout T R Mfg Qua Log Sve Mer
Alien Technology T R Eng Mfg Qua Log Sal Svc Mer Sto
Allaura, Inc. T R Eng Src Mfg Qua Log Svc
Arnlea Systems Limited T R Mfg
ASK T R Eng Src Mfg Log Svc Mer Sto
AtmelCorp. T R Mfg Log
AVANTE International Technology, Inc. T R Src Log Svc Mer Sto
Avery Dennison Printer Systems P Src Mfg Qua Log Sal Svc Mer Sto
Blue Vector Systems Src Log Svc Asset/Security
BlueBeanLLC T R Eng Mfg Log Sto
CAENRFID T R Src  Mfg Log Sal Svc Mer Sto
Catalyst International P Eng Mfg Log
Checkpoint Systems,Inc T R Mfg Log
EM Microelectronic T R Eng Log
Enterprise Information Systems, Inc. T R Eng Src Mfg Qua Log Sve
iControl, Inc. T R Mfg Qua Svc
IDENTEC SOLUTIONS, Inc. T R Eng L/F  Mer
InfoChip Systems Inc. T R Mfg Log Svc Sto
INKODE International T R Src  Mfg Log Svc Mer Sto
Intermec Technologies, Inc. T R Eng Mfg Asset Tracking
International Business Machines Corporation P Log Sto
iPico Identification (Pty) Ltd Mfg Qua Log Svc
KSW MicrotecAG T R Mfg Log
Lowry Computer Products T R Eng
LXE Inc. Eng Mfg Sal
Lyngsoe Systems T R Mfg Qua Log
Magellan Technology Pty Ltd
MARKEM Corporation P Log IT Security
OMNIKEY GmbH Eng Src Mfg Qua Log Sal Svc
OmronRFID T R Mfg Log Sto
Parco Wireless T R Src  Mfg Log Mer
PaxarCorp. T R Eng Sal Svc
PLITEK T R Qua Sve
Power Paper, PowerID Division T R Log
Precision Dynamics Corporation T R Eng Src Mfg Qua Log Svc Sto
Printronix, Inc. P Mfg Log
Quest Solutions, Inc. T R Mfg Log Sto
Repacorp Label Products T R Eng Src Mfg Qua Log Sal Svc L/F
Reva Systems Mfg
RF Code, Inc. T R Src Log Svc
RFID,Inc. T R Eng Src Mfg Qua Log Sal Svc
RFIDSupplyChain.com T R Src Log Sto
RSI'ID Technologies T R Eng Src Mfg Qua Log Sal Svc Mer Sto
SAMSys Technologies Inc. Eng Src Qua Log Svec
SATO America P Mfg Log Mer Sto
Savi Technology T R Eng Mfg Qua
SecuriCode Limited T R Src Mfg Qua Log Sal Svc Sto
SkyeTek, Inc. Eng Mfg Qua Sal Svc
SmartCode Corp. T R Eng Src Mfg Log L/F Sto
SOKYMAT T R Mfg Log Sve Mer Sto
STMicroelectronics T R Eng
Symbol Technologies Eng Mfg Qua Log Svc
TagSense,Inc. T R Eng Src Mfg Log Sal Svc L/F Mer Sto Inventory
TAGSYS T R Log
ThingMagiC, Inc. Eng Mfg Qua Log Svc
TransCore T R Src Log Mer Sto
UPM Raflatac T R Mfg Log Asset Mgt
Wavetrend (UK)Ltd T R Mfg Log
Weber Marking Systems, Inc. T R Src  Mfg Log Svc Mer
WhereNet T R Src  Mfg Log Svc Sto
Xterprise Incorporated T R
Zebra Technologies P
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5. RFID firms by Industry

RFID INDUSTRIES

[Aerospace
[Automotive

Building Products

Chemicals

Construction

ICPG (Consumer Products)

Education

Financial/Insurance

Food and Agriculture

Forest Products and Paper

High Tech Hardware

Hospitality

Industrial Equipment

Logistics

RFID Hardware: What You Must Know

Media & Publishing
Medical Devices

Mining & Metals
Office Products

Oil & Gas

Pharmaceuticals

Software

Telecommunications

Textiles and Apparel

ACC Systems Inc.

Adaptive RFID, Inc.
AeroScout

Alien Technology

Allaura, Inc.

Arnlea Systems Limited

ASK

Atmel Corp.

AVANTE International Technology, Inc.
Avery Dennison Printer Systems
Blue Vector Systems
BlueBean, LLC

CAEN RFID

Checkpoint Systems, Inc

EM Microelectronic
Enterprise Information Systems, Inc.
iControl, Inc.

IDENTEC SOLUTIONS, Inc.
InfoChip Systems Inc.
INKODE International
Intermec Technologies, Inc.
International Business Machines Corporation
iPico Identification (Pty) Ltd
KSW Microtec AG

Lowry Computer Products
LXE Inc.

Lyngsoe Systems

Magellan Technology Pty Ltd
MARKEM Corporation
OMNIKEY GmbH

Omron RFID

Parco Wireless

Paxar Corp.

PLITEK

Power Paper, PowerID Division
Precision Dynamics Corporation
Printronix, Inc.

Quest Solutions, Inc.
Repacorp Label Products
Reva Systems

RF Code, Inc.

RFID, Inc.
RFIDSupplyChain.com

RSI ID Technologies
SAMSys Technologies Inc.
SATO America

Savi Technology

SecuriCode Limited

SkyeTek Inc.

SmartCode Corp.

SOKYMAT
STMicroelectronics

Symbol Technologies
TagSense, Inc.

TAGSYS

ThingMagic, Inc.

TransCore

UPM Raflatac

Wavetrend (UK) Ltd

Weber Marking Systems, Inc.
WhereNet

Xterprise Incorporated

Zebra Technologies
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RFID Hardware: What You Must Know

6. RFID Vendors Overview--1 of 27
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6. RFID Vendors Overview--2 of 27
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